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Who is Experian?

Our global reach and diverse client base = local 16,500
expertise and shared learnings employees in

39 countries

Diverse mix of

12,000 clients

in more than 80 countries

No client industry represents
more than one-third of our
revenue
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At Experian, we unlock the power of data to create
opportunities, improve lives and make a difference
to society.

Enabling Protecting
smarter and quicker identity and
decisions reputation

l Making a difference
to our communities
and society

more people get
the services they

Using data responsibly. Adhering to regulations. Investing in technology, people and innovation.
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Our capabilities help organisations foster meaningful, profitable, and risk-
controlled interactions with customers throughout the relationship...

\

‘ Customer Portfolios and
O insight Vehicle 7 regulation

identities
Debt
Cross c;hannel @ management
marketing

ACQUIRE MANAGE

Market
insight

Fraud prevention

Application Credit risk |dentity solutions
processing Consumer
services
Data quality and EEJ

management
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Leveraging best-of-breed technologies ...

aintenance End User Support
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Autonomous Cloud Self-Assessment Results

Averages across all PERFORM speakers

3 out of 10

Business Impacting
Deployments

3 hotfixes

Per Production
Deployment
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4.8 days

MTTR
(Mean Time to Repair)

J

Verdict: We are reactive vs proactive!

Fill out the survey: https://dynatrace.ai/acsurvey



Moving from reactive to predictive to self-healing Goynatrace

Perform
Ops
AppMon Dynatrace (replacing 13 other tools)
Deep Dive (After the Fact) Baked into the Platform / Fabric
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Moving from reactive to predictive to self-healing Goynatrace

Perform

#1 #2
(’Z) Speed up a Prevent vs.
MTTR

Repair
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Speeding Up MTTR

Smart Auto-Mitigation
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Smart auto-remediation to reduce MTTR Perform

Problem evolution

How to escalate?

Auto Mitigate!

Q 0000 0Ox%

Inform #WebTeam about JavaScript Issue on IE
Push Status Update to inform our customers

Inform Support about potential incoming user complaints!

0 - €EC

CPU Exhausted? Add a new service instance to distribute load!

Exhausted Connection Pool? Increase Pool Size!

Caused by Canary Release? Redirect Traffic to Main Canary!

X

Impact Mitigated? Update Teams

Still ongoing?




Bad deployment: A common problem with a manual e
errorm
response

Response time

7 Events Yesterday, 03:13 - 04:13 Process crash details
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Response time degradation
A Show problem details
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Smart auto-remediation workflow

Code / Config Change Production Issue Incident Response Incident Resolved

m Deployment on CheckDestination 2018-01-23 09:00

Entity CheckDestination
Time today, 09:00 - 09:00 ()
Approver Alice McBright (alice.mcbright @easytravel.com)
Build Number 1.223.23432
Cl http://a-tower.local/job/Deploylob/38/artifact/build/Deployment-v1.23.321.zip
Git commit e5abbaac7eb
Owner Jason Miller (jason.miller@easytravel.com)
Project CheckDestination
Remediation http://a-towerlocal/job/Remediatelob/38/
Source ServiceNow
Version 1.23.321




Smart auto-remediation workflow

n Production Issue

pdynatrace
Perform

Incident Response Incident Resolved

Code / Config Change

A www.easytravelb2b.com: User action duration degradation

Problem 197 detected at 07:57 (open for 12 minutes).
This problem affects real users.

Affected Recovered Menitored
B Applications 1 - 15
n Services 13 - 105
m Infrastructure components 1 - 845

Business impact analysis
An analysis of all affected service calls and impacted real users during the first 10 minutes of the problem shows the
following potential impact.

152 "\

mpacted users

11.4k

Affected service calls

%

v Show more

1 impacted application

128 User actions per minute impacted

www.easytravelb2b.com
Application

User action duration degradation
The current response time (25 s) exceeds the auto-detected baseline (1.68 s) by 1,395 %

Affected user actions User action
128/min All

o)
87,837,750

Dependencies analyzed

Root cause

Based on our dependency analysis all incidents have the same root cause.

CheckDestination

Service Instance

1 Deployment
CheckDestination v1.23.321

L

|} |}
n |}
n |}
n |}
n L}
n |}
n |}
® Entity CheckDestination =
n |}
m Time today, 09:00 - 09:00(-) =
n

n Approver Alice McBright (alice.mcbright@easytravel.com) :
: Build Number 1.223.23432 :
: Cl http://a-tower.local/job/DeployJob/38/artifact/build/Deployment-v1.23.321.zip :
: Git commit e5a6baac7eb :
: Owner Jason Miller (jason.miller@easytravel.com) :
% Project CheckDestination =
n |}
»  Remediation http://a-towerlocal/job/Remediatelob/38/ u
n -

m Source ServiceNow :
T Version 123321 ¢
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Code / Config Change 2 | Production Issue B Incident Response Incident Resolved

- O X
xressor (EICIC) KIED )
»ONME® O 5. i 72% 8:09
Message
BIQ UAT Report

Synthetic monitor global outage Problem 985

From Sep 17 16:11 - Sep 17 16:29 for 18 minutes

Impact

action click on “passwordld”

error type The html element could not be found to
perform action

v/ Responded

Q
o
(¢]
(<]

Root cause Incident Notification

Based on our dependency analysis all incidents have the same root cause.

Trigger Specific Remediation Action

Acknowledge

CheckDestination |

Escalate

Entity CheckDestination
Time today, 03:00 - 09:00 () Create Jira Ticket

Approver Alice McBright (alice.mcbright @easytravel.com)

Build Number 1252302 ANSIBLE
a hetp//a-towerlocal/job/ Deploylob/38/artifact/build/Deployment-v123.3212ip

Git commit esasbaacred

Owner Jsson Mille Gasonmiller@easytravelcom) Update Jira Ticket

Project CheckDestination

Remediation httpi//a-towerlocal/job/Remediatelob/36;

Source ServiceNow

4 O O

Root cause

Based on our dependency analysis allincidents have ths

CheckDestination

1Deployment
CheckDestination v1.23321

Entity CheckDestination
Time today, 08:00 - 09:00 (-)
Approver Alice McBright (alice.mcbright @easytravel.com)
Build Number 1223.23432
a http://a-towerlocal/job/DeployJob/38/artifact/build/Deployment-v1.23321.2ip
Git commit esasbaacreb
Owner Jason Miller (jason.miller @easytravel.com)
Project CheckDestination
Remediation http://a-towerlocal/job/RemediateJob/38/

Source ServiceNow
Version 12332
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Incident Resolved

2 | Production Issue Incident Response

Code / Config Change

A www.easytravelb2b.com: User action duration degradation

Problem 197 detected at 07:57 (open for 12 minutes).
This problem affects real users.

Affected Recovered Menitored

B Applications 1 - 15 J'
n Services 13 = 105 Q

87,837,750
m Infrastructure components 1 - 845 Dependencies analyzed
Business impact analysis Root cause
An analysis of all affected service calls and impacted real users during the first 10 minutes of the problem shows the Based on our dependency analysis all incidents have the same root cause.

following potential impact.

CheckDestination

Service Instance

0,8 152 PN\ 114k
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. | |

. v Show more . 1 Deployment

L}

™ [ ] CheckDestination v1.23.321

. | |

. | |

. | |

- ] Entity CheckDestination
. . . -

*1 impacted application . Time today, 09:00 - 09:00 (-)

: 128 User actions per minute impacted : Approver Alice McBright (alice.mcbright @easytravel.com)

: : Build Number 1.223.23432

: www.easytravelb2b.com : Cl http://a-tower.local/job/DeployJob/38/artifact/build/Deployment-v1.23.321.zip

- Application : Git commit e5abbaacieb

L}

. u Owner Jason Miller (jason.miller@easytravel.com)

'llU!laimdlrltbligl&iIbmIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII. Project CheckDestination
The current response time (25 s) exceeds the auto-detected baseline (1.68 s) by 1,395 % Remediation http://a-tower.local/job/Remediatelob/38/

Source ServiceNow

Affected user actions User action
128/min All Version 1.23.321
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Prevent vs. Repair
Shift-Left SRE
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Shift-Left SRE: Prevent vs Repair




Shift-Left: Chaos Monkey Testing for Well Known Production Goynatrace

Incidents

Code/Conﬂg Change . Staging . Production

».»”».»,‘%@ﬁ.
'

nif?u’g

6 | Add Metric to Quality Gate

07:45

5

Perform

4 End Users

'

CPU saturation
4 Show problem details

i
. I‘. ..||l|
cPU o

08:00 08:15 08:30

Issue impacting SLAs
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Integrations into the pipeline

@ Concourse

€eS. Azure Pipelines

. g

clouc'b

74
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u Bitbucket Pipelines

J enkins XL) RELEASE

0,

circleci

T .
@harness Travis CI
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More on self-healing ...

“Self-healing” infrastructure-as-code Shift-Left SRE on YouTube (DEV313-S)

Amazon Web Services

aws
— Subscribe [EEHS .
656 views

[EX
Parameter Stori
A';:::w":" #4. |dentify/validate the problem
Y #7. Update the CFT
( \ - Self-Healing with AWS Lambda
#1b. Trigger Lambda -
#6. Retrieve current CFT g—
) =
Template
AWS Lambda

@ #2. Using PID query for impacted instance Id, ~
o o
m and error) o
Er ;
g i ’8_' Update I o) 2917/51:16
3 #3. Respond with additional info. € Service Catalog

5 AWS re:Invent 2018: Shift-Left SRE: Self-Healing with AWS Lambda

#9, Add comment back to incident g Functions (DEV313-S)

]
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®
#0. Notify on Incident AWS Service
Amazon EC2




~ As the journey continues ...

IT to continue as a key differentiator for us, delivering significant

value-add to our clients

Monitoring less a team or function, but woven into the fabric or

our services

Operations as a self-service, highly automated enterprise cloud

environment driven by Al

Continually sharing software intelligence to our clients for the best

possible experience for their customers

Enabling proactive management of the end-to-end digital

experience

Automatic

Full-Stack
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Call to Action

* Fill out the Autonomous Cloud Survey
* In your PERFORM Mobil App or via
https://dynatrace.ai/acsurvey

- Learn more about Self-Healing



https://dynatrace.ai/acsurvey

Thank you
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