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Autonomous Cloud Survey Results
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Let’s hear from Sumit how they improve these values!

Fill out the survey: https://dynatrace.ai/acsurvey
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Who we serve

Self-Employed
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Our mission

Powering prosperity around the world
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Our mission statement




Find Customer Issue — 1 Minute

FIX It - 10 Minutes

&

RELEASE 45 minutes




Improving customer 99th

| / percentile perforﬂ99.9th f top

flows
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Dev-Ops

operation transformation
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Our journey: using Dynatrace for customer insight & Qoraiaz.
engineering delight .

*

* 99th Percentiles
* Integration / Tooling
e Customer Insight

Roll-Out to Pre-Prod
Selective Roll-Out Prod
JVM / JDBC Tuning
Performance Engineering

*

* Measure API * Shift-Right

* Test Tracking e Performance environment

* Memory Dump 2018 — Oct
e Performance ClI e Shift-Left Performance
* AppMon Upgrade 2018 — May

* Selective Instances JVM / JOBC Tuning
2017 — Nov
2017 - Jul - Memory Profiling
App Mon &

Performance Cl
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Shift-Right: “"Performance for everybody”

Dynatrace as Self-Service: We ALL ARE experts!



Benefit of self-service teams
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Example 1: API/DB degrad

#1 Impact

a
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1on

#2 Impact Details

443

Web request service

Response time degradation
The current response time (5 min) exceeds the auto-detected baseline (1.64 s) by 18,217 %

Service method
All dynamic requests

Affected requests
1.5k /min

Failure rate increase
by a failure rate increase to 100 %

Service method
All dynamic requests

Affected requests
5.23k /min

#3 Root Cause

o - Response time degradation
2 from 2028 - 20:49 for 2 minutes
 Response tme degracaton (1 event)
Response time degradation
%
Afecdrequess Service method
188 /min SELECT .. FROM
© RPTWORLD (Oracle) Smarscapevew | -] Database availability
SR Seen ety
 Propertes and tags
80 /min
SverDeveion
PR TR o
[} services Tegort
fooan |
15 2o o3 .0 w35 2a o4 s w8 2o o
Pl connects | Toaldatabase ccesses
SQL Transactions
Analyze requests during | S minutes | Today, 20:59 - 2104
[— . e ate
Thoughput
. e B — — — — Requests contributing to this problem
Slow response time 416
[ & i wher 5814 - ordate oy s e

100 %

75%

50%

25%

0%

Failure rate increase
[@ Show problem details

== 1.5k /min
1.25k /min

1k /min

750 /min

500 /min

W ll i

i | | II-.II_.l [ [ ' Il-.l I IIII IIIIII.II I-_ Hunm L] [ T . _I.I.___II 0 /min

17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00
— Failure rate  y|,1 Failed requests Requests

#2 Impact Details

Response time

Response time degradation
[3 Show problem details

2505 ° - -— e— - L5k /min
2005
1k /min
1505
100s
500 /min
50s
oms 0 /min
17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00 2230 23:.00 2330
— Response time Requests 4 Min/max instance response time




#1 Impact details: SQL degradation & database gonasce.
availability issue

o ;- Response time degradation Close problem analysis
Problem 682 from 20:28 - 20:49 for 21 minutes.

Vv Response time degradation (1 event)

Response time degradation

The current response time (4.16 s) exceeds the auto-detected baseline (1.41 ms) by 295,066 %

Affected requests Service method
18.8 /min SELECT ... FROM

O RPTWORLD (Oracle) [ smartscape view ][ -] Database availability

DATABASE  Seen recently

~ Properties and tags

80 /min
Silver-Develop
60 /min
=~ 1™ Ly ]|
n 615 /min 40 /min
P Services Throughput
20 /min
Ii
0 /min
20:15 20:20 20:25 20:30 20:35 20:40 20:45 20:50 20:55 21:00
1l Failed connects Total database accesses
SQL Transactions
Analyze requests during = 5 minutes Today, 20:59 - 21:04 View backtrace
Response time Failure rate
*——g—0—8® " g 0 —9
2.99 ms
Throughput

N N G— Requests contributing to this problem

Slow response time 416 s

select ... from where id_type_id = 7 for update of id_type_id, last_use ...
View database statements
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Example 2: Disk latency issues due to API

Throughput 377 kB/s IOPS 311 /s Disk latency 9.66 ms

Disk space usage 67 % Inodes available 97 %

Time from 1/O request submission to 1/O request completion.

Disk Latency

’ ' Disk Latency
150 ms
100 ms

50 ms |

I :
08:00 16:00 27. Oct 08:00 16:00 28. Oct 08:00 16:00 29. Oct

Contributing disks

0 ms

Read time  l,1 Write time



#2 Root cause: Excessive application logging

hitting disk

v org.springframework.web filter.DelegatingFilterProxy.doFilter [-]

v org.springframework.web filter.DelegatingFilterProxy.invokeDelegate

v com.ir .doFilter [-]
Vv com. [ [ 2aing rdoFilter
v com.il handle [-]
v com.i .info
v com log
Vv com JLorenhandleEvent

v org.apache.logaj.Category.info [-]
v org.apache.logdj.Category.forcedLog

org.apache.logaj.Category.callAppenders

ipdynatrace
Perform
14 | 100 %
Calling method writing on disk 14— 100 %
14 I 100 %
14 I 100 %
10 . 4%
10 . 4%
10 . 4%
10 . 4%
Disk I/O -
10 . 4%
10 . 4%




Dynatrace Tip: Slack intelgration for immmediate
developers feedback

LISK /sharea siow

OPEN Problem 758: Slow disk on Host ppr net
Slow disk on Host pp p
Problem 758: Slow disk in environment: Production
pprd et
Slow disk
Disk ‘/shared' slow

OPEN Problem 836: Slow disk on Host ppre net
Slow disk on Host pp p
Problem 836: Slow disk in environment: Production

pI . et

Slow disk

Disk ‘/shared' slow
RESOLVED Problem 836: Slow disk on Host pprd net
Slow disk on Host pp p

Problem 836: Slow disk in environment: Production
pp! D et
Slow disk
Disk '/shared' slow
x" cto-dynatrace-alert A7¢ 2.
RESOLVED Problem 665: Slow disk on Host pprdia net
Slow disk on Host p

Problem 665: Slow disk in environment: Production

ppr t.net
Slow disk
Disk '/shared' slow




Shift-Right: Production feeds pre-prod

Data & behavior for “Production Twin”- testing



Fix production data related issues

« More performance issues captured in pre-
prod

« Lesser performance issues in prod




Shift-Right: Data

Test Repo

First Data Stamping Model

Deployment - Deployment -
PR2

Silver

API - creatCompanyConfigirunJob

Validate the Validate the
Config and Config and
Company - PR1 Company - PR2

Validate the

Config and
Company - Silver

RDS Golden
Copy

API - company/reset?config

API - va/graphgl

Validate Test [— R

Deployment -
PR2

RDS SNAPSHOT

Deployment -
Siiver

Repeat Data Stamping Model

AWS Golden

AWS Restore

Deployment -
PR1

Schema Update

API - companyl/reset?config

API - vaigraphal

Execute Test

Traige Test

Achieve
SNAPSHOT

Archive
Deployment

Copy

Deployment - Deployment -
PR2 Silver

AWS Golden with

latest Scehma

= =
for PR2 for Silver

Discard

SNAPSHOT

Discard

Deployment
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Shift-Right: Test

Developers

v

Customers

!

Every commit{tested and verified

Control Center

CUse Declarative Tests Parallel Test
ases : Dashoards
Execution m@@‘,{,\l Is,
onitoring
: Platform Tests being
Production : executed
(functlonal, (Pass/FaiI)
performance, Trends
INnreeq Test Company and Data resiliency, security, Coverage
Data Repository etc.) Alerts

------------- Continuous Delivery R
(commit to prod < 45 mins)



Dynatrace Tip: Export Dynatrace user-session data for

testing

- User session export automates the streaming of
real user monitoring data, including all user actions,
high-level timings, and error data

Select one cluster. Clusters: 1: AccountDetails v n

Cluster 1: AccountDetails  Grapnh Actions Path Json Label

WAL

&% HOW DOES IT WORK?

1. COLLECTING DATA
Stream UEM data from
dynatrace to Probit

2. TEST SCENARIO

Build business intelligence
model by artificial
intelligent analysis of
Dynatrace data

3. TEST ENVIRONMENT
Inject business intelligence
in test robots

4. BOT POPULATIONS
Unleash test bot army on
the test environment and
get the results

3> PROBIT

pdynatrace
Perform



Shift-Left: Automated feedback

Continuous performance feedback in your pipeline



Increased developer productivity

« Instant performance
feedback on
developer machines

PR pipeline block code
for check-in

 Regression detection
on every deployment

nnnnnnnnnnnn
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Shift-Left: Re-purpose tests in many stages

o N
+ 4+ TDS

Write Test Once

https://github.com/intuit/karate
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Performance feedback on the developer workstation

Perf Test - Gatling

- Run a sample test:

cd ~/dev/gatling-maven-perf

mvn -U -s ./settings.xml clean install -Pperf dev -Dgatling.simulationClass=v4ListTermScenario -DuserDuration=1 -DnoOfUsers=1

Single Test — Perf / QA

cd ~/dev/overwatch-v4-tests
mvn clean install -Pgatling -DJsonParamName=inputParams.json -Dtest.tds.env=SILVER RELEASE -Dtest.tds.cluster=23
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Performance feedback in the CI/CD pipeline
Start Prepare Checkout Build Package Provision Cl-Deploy Validation Test Report Post End
——0 © & © @ < & © O—~O—
1->Workspace 1->QBO 1-=Unit 1->Coverage 1->JUnit
—O— —0— —0— —0—
2->Git Ref 2->TDS 2->QBO BATS 2->Tag 2->Archive Logs
\ ° J A ° A \. ° J . ° v,
3->M2 Ref 3->QBA BATS 3->Archive = Job Summary =

;O_J

4->Qverwatch V4

5->Perf CI V4

Co

nfidential 29



pdynatrace

E to integrate into Jenkins pipeline pertorm
Project _C12_Users_Regression
This build requires parameters:
SCENARIO_CLASS v4Services_PR_GoldenScenario
Scenario class name. Ex. v4InvoiceTrackerDailyScenario. Make sure scenario code is configured to run against selected cluster.
MAVEN_CMD clean install
Maven command line Paramters.
TEST_GROUP C12_Users_PR_Regression DURATION 30
Test executions can be grouped under Test group Ex. v4‘ i
RUN_ID i Duration in minutes to inject users linearly.
- C12_Users_PR_Regression-$BUILD_NUM EMAIL LIST _ o ) o -
Unique ID for test execution. 1 - Sumit_Nagal@intuit.com,phanindra_padala@intuit.com,ravi_hari@intuit.com
CLUSTER [ 124 | Recipients will get test results in an email. Comma separated email list e.g. user1 @intuit.com,user2@intuit.com.
Perf Cluster. COMPARE_LAST_SUCCESS_BUILD
URL [ https: 124) Check this option is you want to compare with previous succesful run.
Perf URL. COMPARE_WITH_SLA
DATACENTER | aws ¢ Check, if need a comparison with any previous execution.
Hosting. | FILTER_SLOW
USERS_TO_INJECT 275 Check, if need a comparison with any previous execution.
Number of users to inject during tests. ERROR SLA 20
If you want a fixed SLA for Error rate for each API , provide an integer value here.
GITHUB_REPO | https://github. gatling-maven-perf.git 4

Confidential 30



Dynatrace Tip: Load Testing Integration — automatic gararece
comparison & hotspot analysis

E Top database statements Top web requests u Exception analysis

Analyze the most frequent and most expensive database statements in Understand and analyze which web requests are the most expensive and Understand and analyze all code-level exceptions in monitored server-side
monitored server-side applications. most frequently called. applications.
2K FEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERN EEEg FESEEEEEEEEEEEEESEEEEEENSEEEEEEESEEEEEEEEEEEENS
| [ . [ ]
| n . [ ]
: Test Run 41 : : Test Run 43 .
| || | ]
1.5k = = s ¥
n [ ] u [ ]
n [ ] . [ ]
[ | [ ] . [ ]
| [ ] u [ ]
1k n [ ] )
u | |
. . 2 EEEN .
n n = — 5 8 ¥ n
" " " N EEEN M
500 n . n [ ] — u
EEEEEEEN = EEEEEEEN u u | B =
1 ; =sANRRNREAC .. i HHRH .k
— 8 | | . - -
o LN = I EEEEEESEEEE a . ==-I-I=IIII T T
01:30 01:35 01:40 = 01:45 01:50 01:55 02:00 02:09 02:10 02:15 = 02:20 02:25 02:30 02:35 02:40 ™
.llllIllllllIllllllIIllllllllllllllllllllll. ............................................
Distribution Top findings
No interaction with services or queues . L .
u I I : 9 m Active wait time L0 e
Response time
ar 843 ms Database usage O, u-.H Network 10 time +675 ms
N\ A o8 . s
195 s
Service execution

APACHE

JMeter” 'Zo Neotys ;\7) LOADRUNNER — BlazeMeter atling

High performance software. Delivered. LOAD TESTING ll
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Dynatrace Tip: Integrate performance sighature
- Leverage "Monitoring as Code" (=Performance Signature)
Approach
- Automate Validation of Kev Metr "~ -~ 7'77
"timzser‘ies" L Services - Response time - overall
"timeseriesId” : "com.dynatrace.builtin:service.responsetime”, (Average)
"aggregation"” : "percentile”, 1000 -
"tags" : "app:carts,environment:jx-staging”,
"upperLimit" : 13e0eee, 500
"lowerLimit" : 1500000 800
}s 700
| LR e—
"timeseriesId” : "com.dynatrace.builtin:service.server_side requests”, é 300 1 :
::aggr‘ﬁgat'i.on" : "count"f . o 'i,—' 400 :
"izier;miiep;c:;;_j,,envwonment:Jx—staglng , 200 i
"upperLimit" : 10© 200 - ' =
} 2001+ :
0 Z
I




Final remarks




Integrations we leverage

@ Search ull 9:22 AM @ 9 0 =

707: Failure rate increase

Applications

16 1

Services Recovered

196
Components

Yesterday 6:05 AM to 10:15 AM for 4 hours

0 Comments Add Comment

Impact

Web service
O WebResource2Bean

@ Failure rate increase

22.2 requests/min impacted
by a failure rate increase to 66 %
Service method: All methods affected

Open problem in browser

@

dynatrace-alert APP 8:11 AM
OPEN Problem 707: Failure rate increase on Web service

Failure rate increase on Web service WebResource2Bean
Problem 707: Failure rate increase in environment: -prod

Yesterday at 6:05 AM

WebResource2Bean
Failure rate increase
22.2 requests/min impacted
by a failure rate increase to 64 %
Service method: All methods affected

dynatrace-alert APP 10:21 AM
RESOLVED Problem 707: Failure rate increase on Web service

WebResource2Bean
-prod

Failure rate increase on Web service
Problem 707: Failure rate increase in environment:
Yesterday at 6:05 AM

WebResource2Bean
Failure rate increase
22.2 requests/min impacted
by a failure rate increase to 66 %
Service method: All methods affected

OPEN Problem 707: Failure rate increase on Web service

Dynatrace team <no-reply@dynatrace.com>
Nagal, Sumit
Tuesday, 8 January 2019 at 08:11

Show Details

This email is from an external sender.

OPEN Problem 707 in environment

1 impacted service

Web service
WebResource2Bean

Failure rate increase

22.2 requests/min impacted

by a failure rate increase to 64 %
Service method: All methods affected

Open in Browser

WebResource2Bean

¢ @

WebResource2Bean

WebResource2Bean

ipdynatrace

Perform
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Benefits

« Self-Service Problem Analysis
« Comparison of Two Executions

* Tracing Single PurePath

Tagging
Management Zones

Root Cause Analysis

Memory Dumps
Al / ML
Docker / k8s ...

ipdynatrace
Perform

443

Web request service

Response time degradation

The current response time (5 min) exceeds the auto-detected baseline (1.64 s) by 18,217 %

Affected requests Service method
1.5k /min All dynamic requests

Failure rate increase
by a failure rate increase to 100 %

Affected requests Service method
5.23k /min All dynamic requests

Confidentia 35
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Next step (opportunities)

« SSO for Saas  Anomaly Customization (Severity)
 Subdomain Support  Top Requests

« Tagging for Public and Monitoring « Alert Noise — Green / Blue
End Point

« Control on Upgrade with Self Sign

« Memory Dump setup via Gateway
(Size)

* Not Search Base on Request
Attribute

36
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Call to action

Performance Clinic: Advanced Diagnostics with Dynatrace
« https://www.youtube.com/watch?v=tYuvpAw6ZYg

Performance Clinic: Unbreakable Delivery Pipeline: Shift-Left, Shift-
Right, Self-Healing

« https://www.youtube.com/watch?v=r-OxunTqwQO

Dynatrace and load testing tools integration

« https://www.dynatrace.com/support/help/integrations/third-party/test-
automation/dynatrace-and-load-testing-tools-integration/

Fill out the Autonomous Cloud Survey in the PERFORM app

« https://dynatrace.ai/acsurvey

Confidential 37



Thank you
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Additional use cases




Performance — CPU issue

pprdc32uw2apv011099-stack-b.us-west-...
CPU saturation Problem 715

pdynatrace
Perform

pprdc32uw2apv011099-stack-b.us-west-2. com [ e |[~]

From Jul 3117:43 - Jul 3118:15 for 32 minutes

v Properties
Impacted components

pprdc32uw2apv011099-stack-b.us-west-2.: com

Red Hat Enterprise Linux Server 7.4 (Maipo) (kernel 310.0-862.3.2.e17.x86_64) 14 more..

CPU usage 84 % @

Actively used CPU of the host as a percentage of available CPU.

100 %

0%

CPU saturation
2 Show problem details

17:40 17:50 18:00 18:10 18:20 18:30

Idle User System  aof Stealtime o |/Owait o Other
Consuming processes
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Performance - CPU issue
Problems PRS2 ZREVATIONS - o i e e

Detailed CPU consumption

100 %

Analysis range

75%

50%

0%
17:30 17:35 17:40 17:45 17:50 17:55 18:00 18:05 18:10 18:15 18:20 18:25 18:30

~* Process 1 CDC

Analyze CPU consumption for = 15 minutes Jul 312018, 18:15 - 18:30

Name Type Overall CPU consumption CPU usage atmark v

cDC | Show code level
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Performance — CPU issue

Povlems ) Problem7is ) COC ) Detals ) Howots |
o CDC

<4 Jul312018,17:41-17:56 +~ P

‘ Add filter

Search o

Method Sample count Contribution

v java.langThread.run 8.81k Em 100%

v org.apachetomcat.util.threadsTaskThread$WrappingRunnable.run 8.81k — 100 %

v java.util.concurrent ThreadPoolExecutorsWorker.run [+] 8.81k j — 100 %

v org.apache.tomcat.util.net.SocketProcessorBase.run [+] 8.81k BN 100%

v com.imiiil ( 2y ~doFilter [+] 8.81k EEE 100%

v org.springframework.web filterOncePerRequestFilter.doFilter [+] 8.81k | 100 %

v org.apache.tomcat.websocket serverWsFilter.doFilter [+] 8.81k j — 100 %

v comuin{a e inler r.doFilter [+] 8.81k EEE 100%

v javax.serviet http.HttpServiet service 8.8k Il 998%

v org.jboss.resteasy.plugins.server.serviet HttpServietDispatcher.service [+] 8.8k I 998%

v javalang.reflect. Method.invoke B8.79k Em 997%

v sun.reflect.DelegatingMethodAccessorimplinvoke 8.79k Em 997%

v com. 879k N 997%

>« 8.25k E 936%

>« 103 117 %

ca 102 116 %



